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USE CASE
Audit-proof deployment of business-critical data in life insurance

@ Challenge

An international life insurance company uses standard software to manage its insurance
products, from initial quotations to claims processing. The system is adapted to coun-
try-specific and regulatory requirements using extensive master, control, reference and
parameter data, which is referred to hereinafter as business-critical data such as interest
rates, thresholds, pricing parameters, and validation rules.

This business-critical data, which is stored in over 250 tables within a relational database,
forms the backbone of the configuration, both system-wide and on a customer-specific
basis. The producer carries out regular software updates as part of minor and major
releases. Associated business-critical data is automatically imported and deployed; ad-
ditional manual changes must be carried out at various points in the deployment process
by employees from operating departments.

However, until now, there has been no system capable of mapping the entire process in
an audit-compliant, controlled, and fully traceable way, including all transitions in deploy-
ment, resets, and process controls.

A Goals

© A combination of automatic and manual changes to business-critical data in a
three-stage deployment process (testing - integration - production)

© Prevention of errors, data loss, and rule violations in the editing process
© Audit-proof logging of all data changes at table level

@ Ensuring uniform control and transparency across all changes, even across
departments
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Solution with BOI FreeDa

BOI FreeDa is a standardized, traceable, and secure solution for deploying business-criti-
cal data. It is the leading system for automated and manual data maintenance processes.

QQ

BOI FreeDa in practice

© The three-stage deployment process (testing - integration = production) is fully
mapped in BOI FreeDa.

Automatic data changes triggered by the management system are reported via
defined REST interfaces, technically checked, and imported into the databases.

©

© BOI FreeDa automatically locks tables before importing them, ensuring data con-
sistency and proper integration into the staging process.
©
©

Employees in operating departments without database knowledge can make man-
ual changes via the BOI FreeDa web interface.

All changes, whether manual or automatic, are seamlessly documented in the BOI
FreeDa audit log, including the exact changes made.

&= Benefits for the customer

BOI FreeDa standardizes the entire maintenance and deployment process, ensuring
security and audit compliance without system discontinuities or data loss.

Advantages at a glance

Fully audit-proof processing of business-critical data

Automated and manual data changes integrated into one system
Compliance with all requirements of the audit department

Reduction of errors and manual coordination effort

Clearly defined and transparent processes minimizing the workload on IT

O0000O0

Reduction of resource usage and operating costs

Confidentiality level: public © BOI Software GmbH, Austria. All rights reserved



BOI

FreeDa

Synchronisation of automatic and o Audit-proof online , [ ) ..\
m manual data changes & FreeDa ' ‘ through roles and permissions % < data maintenance ' ‘
--------- > | @ > . )

Customer control system

v

New reference data for
insurance product | e e e e e e = = —

2

Confidentiality

™
|
|
| R 5 BOI FreeDa sets explicit table lock
D : I ~
|

l 4

The data maintenance process

Manual master data maintainance
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The process workflow

The operating departments manually maintain tables via the BOI FreeDa front end. The IT
department configures data maintenance through role- and authorization-based systems,
ensuring that only authorized persons can read, edit, verify, or release tables. To ensure
data consistency during automatic and manual changes, the customer control system
communicates with BOI FreeDa via a REST interface before making automatic changes.

BOI FreeDa verifies that none of the tables to be edited are undergoing manual proces-
sing, sets an explicit table lock, and notifies the control system of this action. Next, the
customer control system changes the tables directly in the databases and notifies BOI
FreeDa after completion. BOI FreeDa then analyzes the changes, inclusive consistency
within the staging process. It also updates the table history to ensure audit compliance
and removes the explicit table locks. Once the locks are lifted, the affected tables can
be edited manually again.
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O For those interested in the technical details

System environment & data storage
@ Data is stored in a Db2 database under Linux
© BOI FreeDa is operated on-premises at the customer’s site

© Databases are connected via JDBC, tables are registered once

Process: Automated data changes

@ The external software solution notifies BOI FreeDa via REST which tables are to be
updated in which environments

@® BOI FreeDa checks lock status, status in the deployment process, and consistency
® Upon release, activation takes place directly in the target database
@ BOI FreeDa updates revision logs, including all data changes

Process: Manual changes
@ Around 50 operating department users log in to the web interface
® Tables are manually adjusted for editing

©® The entire process, including data changes, is documented in an audit-proof
manner

Are you interested in BOI FreeDa?

Please feel free to contact us! Our team will advise you individually and answer all your questions
about BOI FreeDa. Together, we will determine how our solution can best support your company.

+43 (0)732 736423 0 | office@boi.at
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BOI — FOR YOUR BETTER ORGANIZED INFORMATION

© Convincing Quality

Efficient and audit-proof. High-performance and ultra-fast. Company-wide use
for all databases and operationg systems.

© Efficient Service

Over 45 years of experience. Excellent, dedicated team. One-stop consulting,
technology and implementation.

BOI - We set an example.

© Our vision is a society in which economic management goes hand in hand with
social commitment and ecological action.

© Our mission is to make the best possible contribution to ensuring sustainable
development on an economic, social and ecological level.

© We want to operate in a net zero manner from 2026 and are already taking
numerous measures to reduce our greenhouse gas emissions.

© We pay attention to the well-being of our employees and take measures to
protect their health.

© We consistently donate 10% of our annual profit to social and environmental
organizations.

BOI i
ORGANIZED OFFICE GRAZ
INFORMATION © | Friedrichgasse 30/1, 8010 Graz, Austria

OFFICE LINZ
BOI Software Entwicklung und Vertrieb GmbH
Over 45 years of success and innovation. 0 | Spazgasse 4, 4040 Linz, Austria
Your expert for table management.

CONTACT
We develop innovative software solutions for audit-
proof data maintenance and high-performance data O | +43(0)732736423 -0
access to better organize the management of your © | office@boi.at

critical data. | www.boi.at




